
Training agreements: Court of
Appeal delivers a warning for
employers  seeking  to  claw
back costs
In Geeks Ltd v Watts the Court of Appeal (CA) has ruled that a
clawback provision for training-related costs was an unlawful,
and therefore unenforceable, restraint of trade.

What happened in this case?

Geeks, an IT service provider, employed Mr Watts as a trainee
quality  assurance  engineer  in  March  2019.  He  signed  an
employment contract, under which he would be paid £18,000,
£20,000 and £22,000 in his first three years of employment
respectively,  and  was  subject  to  two-year  restrictive
covenants on departure from Geeks prohibiting his employment
by certain of their clients.

The contract also gave Geeks the right to recover the “cost of
any formal training course or conferences” (including the cost
of fees and training materials) that he attended in the 18

months prior to departure, payable at full cost less 1/18th for
any months worked after the training. This applied to all
types of departure from employment except for redundancy.

Additionally,  Mr  Watts  signed  a  training  agreement  which
calculated a “Training Cost Debt”, stated to be the financial
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cost of training him in his position. This was calculated
based on:

A mentor rate of £60 per hour, applying for one hour per
day for 19 days per month during the first two months
(£2,280) and half an hour per day in the following four
months (also £2,280) and

100 hours of “Employment Cost” during the following five
months, worth £13 per hour (£1,300).

The above was stated to be a total of £8,108 (which was
“curiously” noted by the CA as being £2 less than the actual
calculation).  The  training  agreement  stated  that  the
calculation was not designed to capture the full cost to the
business but was an appropriate figure.

The  debt  was  described  as  being  repayable  by  “work
contribution”, requiring the employee to remain employed for

12 months after which it would be deemed repaid by 1/18th per
subsequent month of full-time employment. Alternatively, if
the  employee  left  before  complete  repayment  via  work
contribution, the outstanding sum would be repayable in full
(with a discount if it was paid within 10 days). The contract
said that nothing in this section was intended to restrict
other employment or trading opportunities and referenced the



debt in several other places (including as part of explaining
why remuneration increases wouldn’t be offered).

Later that year, Mr Watts requested a pay rise which was
refused. He resigned in November 2019 after eight months’
employment, having obtained a comparable job elsewhere with a
salary  of  £30,000.  In  September  2021,  Geeks  commenced
proceedings against Mr Watts to recover the purported debt of
£8,108.

In the County Court, it appears to have been assumed that the
clawback provisions were a restraint of trade, but the Deputy
District Judge found that they protected a legitimate interest
and were not unreasonable.

Mr Watts appealed this decision, and Geeks sought (at the last
minute) to resist on the basis that the restraint of trade
doctrine was not engaged at all. However, counsel for Mr Watts
successfully argued that this new point could not be pleaded
so late, and the appeal must proceed on the basis that the
clause was a restraint of trade. The appeal judge noted that,
had they been able to consider the point, they would have felt
bound by case law (Steel v Spencer Road LLP [2024] ICR 137) to
determine that “a clawback of monies pursuant to a contract
following resignation, is not a restraint of trade clause”.
She also noted that in two prior Employment Tribunal cases
against  Geeks,  the  relevant  clauses  had  not  been  deemed
restraints  of  trade  and  had  been  found  lawful.  The  other
points  of  appeal,  including  those  relating  to  the
reasonableness  of  the  costs  asserted,  were  dismissed.

What was decided?



Mr Watts appealed to the CA on the basis that the clawback
provisions were a restraint of trade that did not protect any
legitimate interest of Geeks, and even if they did they went
further than reasonably necessary to do so. In response, Geeks
again attempted to argue that the provisions did not amount to
a  restraint  of  trade  at  all,  and  instead  were  simply
enforceable  as  a  debt.

The CA upheld the appeal, concluding that the clauses were
unlawful restraints of trade for the following reasons:

It was arguable that Geeks should not be allowed to
pursue the point regarding whether the clauses were a
restraint of trade, as this point had been conceded in
prior decisions, and had the point made a difference to
the overall conclusion it may have been justifiable to
consider a costs order. However, the CA were prepared to
permit it on the basis that it was a pure point of law,
it was closely connected to Mr Watts’ two grounds of
appeal, and it was desirable to resolve as an important
point of principle.

The CA considered that the clause was a restraint of
trade. This was a question of substance rather than
form, and it was not sufficient to say that the clause
did not technically prevent an employee from leaving
(which could not be lawfully done in any event). The
question was whether “viewed as it must be at the time
of the contract being made, it will or may have the
effect  of  hampering  the  employee’s  ability  to  trade



freely” – this may capture both traditional restrictive
covenants  (such  as  non-competes)  and  financial
disincentives.  The  CA  found  that  the  clause  was  an
indirect restraint that came into force after Mr Watts’
departure. Whilst Geeks argued that the unconditional
nature of the repayment obligation meant that it did not
penalise Mr Watts if he chose to leave, the CA concluded
that  the  doctrine  was  nevertheless  engaged.  The  CA
considered that this must be the case, otherwise an
extreme requirement such as one to “repay us your entire
gross salary” if departing from employment within 12
months would be enforceable as a debt without enquiry
into its reasonableness.

It was established on the basis of previous CA case law
that there was a legitimate interest in “maintaining a
stable, trained workforce”. The CA therefore accepted
that this was the case.

The key question was therefore whether the repayment
provisions  went  further  than  reasonably  necessary  to
protect that interest, the burden of proof being on
Geeks as the party seeking to invoke the restraint. The
CA  considered  the  fact  that  Mr  Watts  did  not  have
independent  legal  advice  and  that  there  was  an
inequality of bargaining power (as is often the case in
employment  contracts  for  relatively  low  wages).  They
accepted that monthly instalments were more reasonable
than requiring repayment of a lump sum, but this was not



determinative. The CA noted that the level of cost,
although it had not been a specific point of appeal, was
highly artificial and assumed that the work done by Mr
Watts  in  the  remainder  of  each  working  day  was  of
“effectively no value to the employer” (despite clients
being billed for his services). 

Overall, the CA concluded that the repayment provisions
went further than was reasonably necessary, and were
therefore unenforceable, on two grounds:

they applied whatever the reason for his departure (save
for redundancy) and irrespective of whether he would use
the skills in his next job. The CA gave the example that
they would be chargeable even if he were leaving to
“become a carer for his grandfather who suffered from
dementia”; and

the  effect  of  the  provisions  was  that  in  the  early
months of employment, Mr Watts was not paid much more
than  the  National  Minimum  Wage  but  was  “reduced  in
retrospect to the equivalent of an unpaid intern albeit
with a loan repayable over a period”.



What does this mean for employers?

This decision highlights the dangers of seeking to rely on
clawback  clauses  in  respect  of  the  investment  of  time  in
training an employee after an employee leaves. No matter how
aggrieved the employer may feel at having ‘lost’ the value of
such time, this will not be enough to justify a clause that
unreasonably restricts them from leaving or performing their
trade freely, and the burden will be on the employer to show
that the provisions only go as far as absolutely necessary. As
is often the case in contractual disputes, the inequality of
bargaining power that is inherent in employment contracts is
likely to weigh heavily against the employer’s arguments in
this respect.

Employers looking to rely on such clauses should note the
following key points:

Ensure  that  any  clawback  provisions  are  tied  to
circumstances where the employee leaves and is expected
to use their new skills elsewhere. This could be drafted
similarly to a non-compete clause, for instance with
reference to departure for a key competitor, client or
in a comparable role. If possible, allow a level of
discretion to ensure that the charge will always be
appropriate to the circumstances and can be adjusted if
required.



The level of costs asserted should be directly related
to genuine demonstrable cost to the employer, such as
the cost of an external training course, examination or
time directly spent on training activities (using an
accurate hourly rate), rather than being an estimate of
the overall time required. Where applicable, the charge
should also account for the fact that outside of these
specific activities, the employee’s work is of value to
the employer and should not be considered as training
time.

Remember that a clause can still be a restraint of trade
even  if  it  does  not  explicitly  prohibit  competitive
activities after leaving and be prepared to justify any
financial disincentives in the same way as traditional
restrictions  (such  as  non-solicitation  or  non-compete
provisions). Any such disincentive should therefore be
necessary to protect an identifiable business interest
and be proportionate to that aim.

Structure repayment to take place by monthly instalments
where possible, rather than as a lump sum, but remember
that  this  will  not  be  determinative  if  the  overall
clause goes further than reasonably necessary.



Ensure that if effected in full, the provisions would
not lead to the employee having been paid below the
National Minimum Wage for their age during the time that
they were employed.

On  entering  into  any  agreement,  allow  the  employee
sufficient  time  to  consider  the  provisions,  ask
questions  and  (if  possible)  take  legal  advice.

Geeks Ltd v Joseph Henry Watts [2026] EWCA Civ 889

BDBF is a leading employment law firm based at Bank in the
City  of  London.  If  you  would  like  to  discuss  any  issues
relating to the content of this article, please contact Rose
Lim  (RoseLim@bdbf.co.uk),  Amanda  Steadman
(AmandaSteadman@bdbf.co.uk) or your usual BDBF contact.

High  Court  considers  legal
advice  privilege  regarding

https://caselaw.nationalarchives.gov.uk/ewca/civ/2026/889
mailto:RoseLim@bdbf.co.uk
mailto:AmandaSteadman@bdbf.co.uk
https://www.bdbf.co.uk/high-court-considers-legal-advice-privilege-regarding-intra-client-communications/
https://www.bdbf.co.uk/high-court-considers-legal-advice-privilege-regarding-intra-client-communications/


intra-client communications
In Aabar Holdings SARL v Glencore plc [2026] EWHC 877 (Comm)
the High Court found that legal advice privilege can apply to
communications between internal members of the ‘client’ group
where they are sent or created for the dominant purpose of
seeking legal advice.

How does legal advice privilege work, and what is the ‘client’
group?

Legal  advice  privilege  applies  to  communications  between
client  and  their  lawyer  which  are  made  for  the  dominant
purpose of receiving legal advice.

Under  the  landmark  Court  of  Appeal  case  of  Three  Rivers
District Council v Bank of England (No 5) [2003] EWCA Civ 474
(Three  Rivers),  a  narrow  definition  applies  to  the  term
‘client’ in this context. The ‘client’ group for the purpose
of  legal  advice  privilege  only  includes  those  individuals
within the client entity who are specifically tasked with
seeking  and  receiving  legal  advice.  Communications  or
documents  from  anyone  outside  this  group,  such  as  other
employees in the broader company, will generally not attract
privilege.

This decision placed significant limitations on the scope of
legal advice privilege and causes practical difficulties for
large corporate entities when seeking to obtain confidential
advice and make internal decisions. This is most important
where  the  context  is  non-contentious,  meaning  separate
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litigation privilege is unlikely to apply.

What happened in this case?

The pertinent facts in Aabar concerned a dispute between the
first defendant (Glencore plc (Glencore)) and the claimant
(Aabar Holdings SARL (Aabar)) over the scope of legal advice
privilege  that  Glencore  had  sought  to  assert  during  a
disclosure  process.

When  giving  their  final  tranche  of  disclosure,  Glencore’s
lawyers,  Clifford  Chance  LLP,  had  asserted  that  they  had
approached the determination of privilege on the basis that
the decision in Three Rivers had been wrong. Specifically,
they  had  treated  legal  advice  privilege  as  applying  more
widely to all communications made for the dominant purpose of
seeking or receiving legal advice.

Aabar’s lawyers, Quinn Emanuel Urquhart & Sullivan UK LLP,
responded that this approach was not consistent with Three
Rivers as it treated every employee as being part of the
‘client’ and had not confined the privilege to communications
between the lawyer and ‘client’ (or those that disclosed legal
advice). Glencore responded to confirm that they maintained
their position but would reconsider relevant documents and
make an application for any that they decided to withhold.

Glencore subsequently wrote to Aabar conceding that they would
no longer approach privilege on the basis that Three Rivers
had  been  wrongly  decided,  and  therefore  they  no  longer
contended that every employee should be treated as part of the
‘client’. As a result, Glencore produced 885 documents that



had previously been withheld, as well as re-producing 290
documents.

However, Glencore maintained that legal advice privilege could
apply to documents which were not communications between the
client and lawyer but were instead communications or documents
made within the ‘client’ group. This was the question that the
High Court was asked to determine.

What was decided?

Counsel for Aabar considered that it was a basic tenet of
legal  advice  privilege  that  it  applied  to  communications
between the lawyer and the client, and the evidence of such
communications.  It  could  therefore  only  apply  to  limited
communications  within  the  client  group  (and  not  with  the
lawyers), namely, where they either: (i) evidenced the content
of communications with the lawyer; or (ii) were “inchoate
communications” as described in Three Rivers (i.e. documents
which were intended to be communicated to the lawyers by the
client but were never sent).

Nevertheless, Picken J agreed with counsel for Glencore, and
found that privilege “applies to any intra-client document
which is sent between or created by members of the “client
group” for the dominant purpose of seeking legal advice”.

The reasons given for the decision were as follows, which
largely reflected the submissions of Glencore’s counsel:



Three Rivers had concerned communications between three
officials of a Bank, who were found to be the ‘client’
unit for the purposes of privilege, and an external
inquiry. It had not been relevant on the facts of the
case  to  look  at  whether  communications  within  that
‘client’ group were protected by privilege; the question
had been whether documents prepared by other employees
and  sent  to  the  ‘client’  group  (and/or  the  lawyers
acting for the company) could attract privilege. 

Three Rivers was therefore not concerned with the issue
in this case, namely whether privilege could apply to
communications between members of the ‘client’ group or
documents created by a member of that group; it was
solely authority for the position that privilege could
not apply to non-client documents. The other authorities
and commentary quoted by counsel for Aabar also did not
address  this  point.  There  was  therefore  no  binding
authority on the question, leaving it open for the High
Court to determine as a matter of principle.

Picken J agreed that whilst legal advice privilege is
usually  described  as  applying  to  ‘communications’
passing  between  client  and  lawyer,  it  was  well-
recognised that it could apply to documents that do not
actually pass to the lawyer where they are part of the
process of seeking or giving legal advice. Key examples
of this would be the categories noted by counsel for
Aabar  above,  namely  a  document  that  discloses  the



substance of communication between the client group and
the  lawyer,  or  a  document  that  is  intended  to  be
communicated  to  the  lawyer  but  is  never  sent.

On this basis, legal advice privilege should also be
available  in  respect  of  documents  or  communications
within the client group whose “dominant purpose is to
identify an issue on which the client proposes to seek
advice from a lawyer but at a time at which advice has
not yet been sought from the lawyer in relation to the
issue identified”. It would be illogical to try and
distinguish  such  documents  from,  for  instance,
engagement or instruction letters to the lawyers (which
were  well-established  as  being  privileged).  This
category  should  also  include  intra-client  documents
whose purpose was to identify facts that they intended
to communicate to the lawyer for the purpose of the
advice, even if the document itself was never intended
to  be  sent.  In  any  event,  such  documents  would
inevitably  evidence  the  substance  of  any  later
privileged  communications  where  the  client  eventually
sought the advice from the lawyer.

Picken J concluded that such documents would in effect
be the equivalent of a lawyer’s working papers, which
were  clearly  subject  to  privilege.  If  such  working
papers were privileged on the side of the lawyer, there
was no reason to not attach privilege to the working
papers of the client which were, in effect, the “mirror



image”.

This result was considered to be consistent with the
earlier  case  of  R  (on  the  application  of  Jet2.com
Limited v Civil Aviation Authority [2020] EWCA Civ 35,
which had considered drafts of a letter prepared by the
client group to be privileged where the document was
prepared for the seeking of legal advice.

Following these findings, Picken J concluded that Glencore was
entitled to assert legal advice privilege in respect of intra-
client documents, provided that those documents were created
for the dominant purpose of seeking legal advice.

What does this mean for employers?

This  decision  helpfully  confirms  for  employers  that
communications within a group designated as the ‘client’ for
the  purposes  of  receiving  legal  advice  can  be  subject  to
privilege, so long as they meet the dominant purpose test.  

Three Rivers remains strong authority that this ‘client’ group
are the only individuals whose communications with the lawyers
can attract privilege, and as a result employers would be wise
to  clearly  define  this  group  when  seeking  any  advice.
Designating  this  group  clearly  will  be  of  even  greater



importance following the Aabar decision, as communications or
documents shared within that group may also be able to benefit
from  privilege.  This  could  include  documents  recording
concerns, fact patterns and timelines of events, as well as
questions designated for legal advice, and can apply before
legal advice has formally been instructed. The risks when
sharing information outside of this group will nevertheless
remain.  

BDBF is a leading employment law firm based at Bank in the
City  of  London.  If  you  would  like  to  discuss  any  issues
relating to the content of this article, please contact Rose
Lim  (RoseLim@bdbf.co.uk),  Amanda  Steadman
(AmandaSteadman@bdbf.co.uk) or your usual BDBF contact.

Employer who reneged on CEO’s
promise  about  share  options
must pay ex-employee £442,000
In Dixon v GlobalData plc the High Court awarded a former
employee  approximately  £442,000  in  equitable  compensation
after  his  employer  reneged  on  assurances  that  his  share
options would continue to vest on the same basis as other plan
members  following  termination  of  employment.  The  Court
rejected a higher market-price valuation in favour of the
strike price used for other option holders.

What happened in this case?
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The Claimant was a long-serving employee of Canadean Ltd, a
market research firm later acquired by GlobalData. During his
exit negotiations, the Claimant received verbal and written
assurances  from  the  group’s  CEO,  Mr  Pyper,  that  he  would
retain his share options, and they would “vest in line with
current conditions.” The options were subject to performance
targets being met.

Relying  on  Mr  Pyper’s  assurances,  the  Claimant  agreed  to
settlement terms under which his employment would be extended
by four months beyond the initial proposed termination date,
and  he  would  be  bound  by  post-termination  restrictive
covenants. The assurances about the share options were also
incorporated  into  the  settlement  agreement.  The  Claimant
assumed  that  this  meant  the  position  regarding  the  share
options was “watertight.”  He did not review the underlying
share plan rules, nor were they mentioned during negotiations.

The share options were divided into three tranches.

The first tranche of share options vested before the
Claimant’s employment ended in 2014 and the Claimant
went on to exercise these options.  There was no dispute
about this tranche.

The Claimant attempted to exercise the second tranche of
share options in 2020. However, the company argued that
his options had lapsed when he left the company because
the  necessary  discretion  had  not  been  exercised  to



permit the continued exercise of the share options post-
termination. The Claimant sought an order that he was
either  entitled  to  exercise  the  options  or  receive
damages.

Due  to  the  impact  of  COVID,  it  was  clear  that  the
performance targets for the third tranche of options
would  not  be  met,  meaning  that  those  options  would
lapse. In response, in 2020, the company introduced a
replacement  share  plan  to  compensate  the  affected
employees, including those who had left employment and
had  approved  good  leaver  status.  The  Claimant  was
excluded from the replacement plan on the basis that the
company believed his options had lapsed when he left the
company. The Claimant argued that he was entitled to
participate in the new scheme and, if not, his exclusion
amounted to an irrational exercise of discretion for
which he should be compensated.

What was decided at the liability stage?

At a liability hearing held in August 2025, the High Court
concluded that the discretion under rule 7.1 of the share plan
had not been exercised in the Claimant’s favour, as there was
no evidence that Mr Pyper had sought to permit the continued
exercise of the options post-termination, nor had he specified
the basis on which they could be exercised – any purported
exercise would in any event have been void for uncertainty. 



The  Court  nevertheless  found  for  the  Claimant  on  the
alternative basis of “proprietary estoppel”, concluding that
Mr Pyper had given clear and unequivocal assurances on which
the Claimant reasonably relied to his substantial detriment by
continuing to work for four months and agreeing to restrictive
covenants,  making  the  Company’s  refusal  to  honour  those
assurances unconscionable.

You can read our full briefing on the liability decision here.

What was decided at the remedy stage?

At a separate remedy hearing in April 2026, the High  Court
reached the following decision:

Tranche 2: strike price, not market price

The Claimant argued for compensation assessed by reference to
the market price of GlobalData shares on 16 November 2020,
being the date the company communicated its refusal to allow
him to exercise. That date coincided with a spike in the share
price.

The Court rejected that approach. The purpose of proprietary
estoppel  is  to  remedy  unconscionability,  not  to  place  a
claimant in a better position than the promise would have
delivered.  The  Claimant’s  reasonable  expectation  under  the
assurance was to be treated the same as other option holders.
 Other option holders had exercised and sold through a bulk
sale process at a fixed strike price, not at the market price
prevailing on any particular date.  Awarding compensation by
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reference to the market price on the date of refusal would
have gone beyond making good Mr Pyper’s promise.

Equitable  compensation  for  tranche  2  was  awarded  at
approximately £175,000, calculated by reference to the strike
price  net  of  broker’s  commission  and  employer’s  National
Insurance contributions.

Tranche 3: form cannot defeat substance in equity

The Court found that the assurance given to the Claimant in
2014 was that he would be treated the same as other plan
members. All other continuing plan members were admitted to
the  replacement  scheme  and  received  their  tranche  3
entitlements. There was no principled reason to treat Mr Dixon
differently.

More  significantly,  the  Court  found  that  the  Company  had
deliberately structured the replacement scheme to maximise the
chances of defeating the Claimant’s claim. Internal emails
(including one referring to the “opportunity to cleanse” the
option list of former employees who had “come out of the
woodwork”)  and  contemporaneous  communications  with  Deloitte
showed that excluding Mr Dixon had been a material factor in
how the scheme was designed.  The Court held that equity
cannot be defeated by a promisor choosing one legal form over
another to achieve that result: to do so would be to place
form over substance in a manner wholly inconsistent with the
nature of proprietary estoppel.

Equitable  compensation  for  tranche  3  was  awarded  at
approximately £267,000, again by reference to the applicable



strike price.

Interest

Interest was awarded at 2% over base rate, running from the
dates when other option holders received their entitlements in
the  bulk  sale  process.  The  Court  accepted  that  it  was
unrealistic to assume the Claimant would simply have kept the
proceeds on deposit, and that a modest premium above base rate
was a conservative but appropriate rate.

What are the learning points for employers?

Key takeaways for employers include:

Verbal and informal assurances about share schemes made
during  exit  negotiations  can  bind  the  company  in
equity.   Exit  conversations  involving  share  options
should always be handled by those with authority and
knowledge of the plan rules and any agreed treatment
should be properly documented and implemented at the
time.

Once a claim is in play, restructuring or replacing a
scheme so as to exclude an ex-employee will not provide
a safe exit route.  Courts will look through the legal
form to the substance of what was promised and at what



other plan members received. Deliberate exclusion will
reinforce  a  finding  of  unconscionability  rather  than
defeat a claim.

Internal record-keeping failures can be costly. Evidence
showed  that  the  Claimant’s  options  had  effectively
disappeared from the Company’s records because no one
had properly implemented the agreed arrangements set out
in his settlement agreement. The Court was critical of
those administrative shortcomings.

Compensation will reflect the expectation created by the
promise,  not  to  an  ex-employee’s  most  favourable
valuation scenario. Where options are exercised through
a fixed-price bulk sale process, that strike price is
likely to be the measure of recovery.

Interest at 2% over base rate from the date other option
holders  received  payment  provides  additional  recovery
and  should  be  factored  into  any  assessment  of  the
overall claim value.



Dixon v GlobalData Plc – Remedy Judgment

BDBF is a leading employment law firm based at Bank in the
City  of  London.  If  you  would  like  to  discuss  any  issues
relating to the content of this article, please contact Amanda
Steadman  (AmandaSteadman@bdbf.co.uk),  Rose  Lim
(RoseLim@bdbf.co.uk)  or  your  usual  BDBF  contact.

Employer  not  liable  for  an
employee’s practical joke on
a  colleague  which  caused
hearing loss
In the recent case of Chell v Tarmac Cement and Lime, the
Court of Appeal said that an employer was not liable for an
employee’s practical joke which injured a contractor working
at its site.

BDBF  acts  in  Landmark
Disability  Discrimination
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Case
BDBF will be in the Court of Appeal on Tuesday this week,
acting for the Claimant in a disability discrimination case.
Chris Milsom of Cloisters Chambers will appear as counsel.

Company  was  entitled  to
terminate  its  relationship
with  a  contractor  without
giving  notice  despite  being
in breach of contract itself
A recent High Court decision demonstrates that where a Company
has breached the express or implied terms of the contract, if
the response or reaction from the other party itself amounts
to a breach, the Company may still be able to rely on the
other party’s breach and terminate the contract with immediate
effect.

How can an employer give an
opinionated reference?
The High Court has clarified the scope of an employer’s duty
when giving a reference in respect of a former employee.
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Morrisons  held  vicariously
liable  for  its  employee’s
data protection breach
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Morrisons, the supermarket chain, has been held liable for a
disgruntled  employee’s  wilful  breach  of  data  protection
legislation.
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Mr Skelton was employed by Morrisons as a senior IT internal
auditor. This role gave him access to sensitive personal data
relating to the company’s staff. He also sold a legal slimming
drug  on  the  internet  in  his  spare  time.  In  summer  2013,
Morrisons subjected Mr Skelton to a disciplinary procedure on
the basis that his use of the company’s post room to send the
slimming drug had caused alarm when fellow employees thought
it was an illicit substance. Mr Skelton remained in his role
despite this.

In  November  2013,  Mr  Skelton  was  asked  to  send  sensitive
payroll-related  employee  data  to  KPMG  (Morrisons’  external
auditors). Mr Skelton downloaded the encrypted data on to his
work computer before copying it on to a new USB stick for
KPMG. He then made a copy for himself on a personal USB stick.
In January 2014, using the files he had uploaded to his USB
stick,  he  posted  personal  details  of  100,000  Morrisons
employees on to a file sharing website.

In March 2014, Mr Skelton was arrested and charged with fraud,
computer misuse offences and data protection offences. He was
convicted and sentenced to eight years’ imprisonment.

A group claim was brought against Morrisons by a number of the
workers  whose  personal  data  had  been  shared  online  by  Mr
Skelton. They argued that not only was Morrisons liable itself
for the data breach, but it was also vicariously liable for Mr
Skelton’s breaches in its capacity as his employer.

The High Court held that Morrisons was not liable itself for
breaches of data protection legislation, as it had not been
the controller of the data once it left its servers. However,
it held that Morrisons was vicariously liable for Mr Skelton’s
breaches despite his actions seemingly having been deliberate
and motivated by spite. There was held to be a sufficient
connection between Mr Skelton’s actions and his employment
with Morrisons, given that his access to the data was obtained
through his job – indeed, Morrisons had entrusted him with the



data as part of his role, and in doing so, it took the risk
that he would misuse it. It was Mr Skelton’s duty to disclose
the data and he did so, albeit in an unauthorised way. Mr
Skelton’s motive was not relevant to the finding of vicarious
liability.

This judgment appears to be heavily motivated by the policy
consideration  of  ensuring  that  victims  of  data  protection
breaches  have  a  means  of  redress.  Indeed,  the  High  Court
acknowledged  that  Morrisons  had  a  number  of  appropriate
measures in place to protect the data on its servers from
misuse, but held it liable in any event.

Various claimants v WM Morrisons Supermarket plc [2017] EWHC
3113
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Employer given £2 in damages
for  misuse  of  confidential
information
An employer has been awarded only £2 for its former employees’
breaches of their confidentiality duties, rather than the £15
million it claimed.
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Southern Rail fails to obtain
injunction to prevent strike
Southern Rail’s parent company has failed in an attempt to
obtain an injunction preventing strikes led by ASLEF.

Is an employer liable for an
assault  at  the  Christmas
after-party?
An employer was found not to be liable for an employee’s
serious injury caused by an assault during drinks held after
the office Christmas party.

Confidential  information  on
defendants’ computers ordered
to be destroyed
The  High  Court  has  passed  an  injunction  requiring  that
confidential information be deleted from the computers of the
ex-employee and his new employer.
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